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Copyright

This publication contains information that is protected by copyright. No part of it may be re-
produced in any form or by any means or used to make any transformation/adaptation without
the prior written permission from the copyright holders.

This publication is provided for informational purposes only. The manufacturer makes no
representations or warranties with respect to the contents or use of this manual and specifi-
cally disclaims any express or implied warranties of merchantability or fitness for any particular
purpose. The user will assume the entire risk of the use or the results of the use of this docu-
ment. Further, the manufacturer reserves the right to revise this publication and make changes
to its contents at any time, without obligation to notify any person or entity of such revisions
or changes.

Changes after the publication’s first release will be based on the product’s revision. The web-
site will always provide the most updated information.

© 2022. All Rights Reserved.

Trademarks

Product names or trademarks appearing in this manual are for identification purpose only and
are the properties of the respective owners.

FCC and DOC Statement on Class B

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reason-
able protection against harmful interference when the equipment is operated in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instruction manual, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encour-
aged to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio TV technician for help.

Notice:

1. The changes or modifications not expressly approved by the party responsible for compli-
ance could void the user’s authority to operate the equipment.
2. Shielded interface cables must be used in order to comply with the emission limits.
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Warranty

1.

2.

4.

Warranty does not cover damages or failures that arise from misuse of the product, inabil-
ity to use the product, unauthorized replacement or alteration of components and product
specifications.

The warranty is void if the product has been subjected to physical abuse, improper instal-
lation, modification, accidents or unauthorized repair of the product.

Unless otherwise instructed in this user’s manual, the user may not, under any circum-
stances, attempt to perform service, adjustments or repairs on the product, whether in or
out of warranty. It must be returned to the purchase point, factory or authorized service
agency for all such work.

We will not be liable for any indirect, special, incidental or consequential damages to the
product that has been modified or altered.

Static Electricity Precautions

It is quite easy to inadvertently damage your PC, system board, components or devices even
before installing them in your system unit. Static electrical discharge can damage computer
components without causing any signs of physical damage. You must take extra care in han-
dling them to ensure against electrostatic build-up.

1.

To prevent electrostatic build-up, leave the system board in its anti-static bag until you are
ready to install it.

Wear an antistatic wrist strap.
Do all preparation work on a static-free surface.

Hold the device only by its edges. Be careful not to touch any of the components, contacts
or connections.

Avoid touching the pins or contacts on all modules and connectors. Hold modules or con-
nectors by their ends.

Important:
Electrostatic discharge (ESD) can damage your processor, disk drive and other

components. Perform the upgrade instruction procedures described at an ESD
workstation only. If such a station is not available, you can provide some ESD pro-
tection by wearing an antistatic wrist strap and attaching it to a metal part of the
system chassis. If a wrist strap is unavailable, establish and maintain contact with
the system chassis throughout any procedures requiring ESD protection.

Safety Measures

To avoid damage to the system:

Use the correct AC input voltage range.

To reduce the risk of electric shock:

Unplug the power cord before removing the system chassis cover for installation or servic-
ing. After installation or servicing, cover the system chassis before plugging the power
cord.



About the Package

The package contains the following items. If any of these items are missing or damaged,
please contact your dealer or sales representative for assistance.

e One CS170-Q370/C246/H310 motherboard
e One Serial ATA data cable (Length: 500mm)
e One I/O shield

The board and accessories in the package may not come similar to the information listed
above. This may differ in accordance to the sales region or models in which it was sold. For
more information about the standard package in your region, please contact your dealer or
sales representative.

Optional Items

USB port cable (Length: 200mm)

Serial ATA data cable (Length: 500mm)
Thermal solution (For 35W, Height: 37.3mm)
Thermal solution (For 65W, Height: 72.8mm)
Thermal solution (For 80W, Height: 77.1mm)

The board and accessories in the package may not come similar to the information listed
above. This may differ in accordance to the sales region or models in which it was sold. For
more information about the standard package in your region, please contact your dealer or
sales representative.

Before Using the System Board
Before using the system board, prepare basic system components.

If you are installing the system board in a new system, you will need at least the following
internal components.

e ACPU
e Memory module
e Storage devices such as hard disk drive, etc.

You will also need external system peripherals you intend to use which will normally include at
least a keyboard, a mouse and a video display monitor.



Chapter 1 - Introduction

» Specifications

SYSTEM

GRAPHICS

Processor

Memory

Chipset
BIOS
Controller

9th Generation Intel® Core™ Processors, LGA 1151 Socket,

TDP up to 95W

e Xeon E-2278GE Processor (Core 8; Max speed 4.7 GHz;
TDP 80W) (support ECC memory)

. i9-99)00K Processor (Core 8, Max speed 5.0 GHz; TDP
95W

e {7-9700E Processor (Core 8; Max speed 4.4 GHz; TDP
65W)

e {7-9700TE Processor (Core 8; Max speed 3.8 GHz; TDP
35W)

e i5-9500E Processor (Core 6; Max speed 4.2 GHz; TDP
65W

e i5-9500TE Processor (Core 6; Max speed 3.6 GHz; TDP
35W

e i3-9100E Processor (Core 4; Max speed 3.7 GHz; TDP
65W) (support ECC memory)

e i3-9100TE Processor (Core 4; Max speed 3.2 GHz; TDP
35W) (support ECC memory)

8th Generation Intel® Core™ Processors, LGA 1151 Socket,

TDP up to 95W

e Xeon E-2176G Processor (Core 6; Max speed 4.7 GHz;
TDP 80W) (support ECC memory)

. i7-87)00 Processor (Core 6; Max speed 4.6 GHz; TDP
65W

e {7-8700T Processor (Core 6; Max speed 4.0 GHz; TDP
35W)

e i5-8500 Processor (Core 6; Max speed 4.1 GHz; TDP
65W)

e i5-8500T Processor (Core 6; Max speed 3.5 GHz; TDP
35W

e i3-8100 Processor (Core 4; Max speed 3.6 GHz; TDP
65W) (support ECC memory)

e i3-8100T Processor (Core 4; Max speed 3.1 GHz; TDP
35W) (support ECC memory)

e Pentium G5400 Processor (Core 2; Max speed 3.7 GHz;
TDP 58W) (support ECC memory)

e Celeron G4900 Processor (Core 2; Max speed 3.1 GHz;
TDP 54W) (support ECC memory)

Dual Channel DDR4 2400/2666MHz

C246: Two 260-pin ECC/non-ECC SODIMM up to 32GB
(Core™ i5/i7 only support non-ECC)

Q370/H310: Two 260-pin non-ECC SODIMM up to 32GB
Intel® Q370/C246/H310 Chipset
AMI SPI 128Mbit

Intel® UHD Graphics 630 (only Pentium G5400, Celeron
G4900 support 610 )

EXPANSION

AUDIO

ETHERNET

REARI/O

Feature

Display

Triple-
Displays

Interface

Audio
Codec

Controller

Ethernet

usB

Display

OpenGL 4.5, DirectX 12, OpenCL 2.1

HW Decode: AVC/H.264, MPEG2, VC1/WMV9, JPEG/MIPEG,
HEVC/H265, VP8, VP9

HW Encode: AVC/H.264, MPEG2, JPEG, HEVC/H265, VP8,
VP9

1 x LVDS up to 1920x1200 @ 60Hz
1 x VGA up to 1920x1200 @ 60Hz
2 X DP++ up to 4096x2304 @ 60Hz

(LVDS & VGA & DP++), (LVDS & DP++ & DP++),
(VGA & DP++ & DP++)

Q370/C246:

1 x PCIe x16 (Gen 3) (Max. 75W)

1 x M.2 2280 M Key (PCIe x4/SATA) (support NVMe and
Intel® Optane memory)

1 x M.2 2230 E Key (USB/PCle) (bottom side)

H310:

1 x PCIe x16 (Gen 3) (Max. 75W)
1 x M.2 2280 M Key (PCIe) (support NVMe)
1 x M.2 2230 E Key (USB/PCle)

Realtek ALC887S-VD2-GR

Q370/C246:

1 x Intel® 1219LM PHY with iAMT12 and vPro
(10/100/1000Mbps) (Core i7/i5 supports iAMT)
1 x Intel® I210AT PCle (10/100/1000Mbps)

H310:

1 x Intel® 1219V PHY (10/100/1000Mbps)
1 x Intel® 1210T PCIe (10/100/1000Mbps)

2 x GbE (RJ-45)

Q370/C246:

2 x USB 3.1 Gen2
4 x USB 3.1 Genl

H310:

4 x USB 3.1 Genl
2 x USB 2.0

1 x VGA (DB-15)
2 x DP++
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» Specifications

Serial 2 x RS-232 (DB-9)
Audio Audio 1 x Line-out, 1 x Mic-in,
1 x Line-in (available upon request)

Internal I/O Display 1 x LVDS

Audio 1 x Front Audio (2.00mm pitch)

USB 2 x USB 2.0 (2.00mm pitch)

SATA 2 x SATA 3.0 (up to 6Gb/s) RAID 0/1/5

DIO 1 x 8-bit DIO, 1 x DIO Power

SMBus 1 x SMBus

LPC 1 x LPC
WATCHDOG Output & System Reset, Programmable via Software from 1 to 255
TIMER Seconds

Interval
SECURITY TPM dTPM2.0 (default)
POWER Type ATX

Connector  4-pin ATX 12V power, 24-pin ATX power

RTC Battery CR2032 Coin Cell
oS Windows / Microsoft Windows 10 IoT Enterprise 64-bit
SUPPORT Linux Linux

Environment Temerature Operating: -5 to 65°C
Storage: -40 to 85°C

Humidity Operating: 5 to 90% RH
Storage: 5 to 90% RH

MECHANICAL Dimensions Mini-ITX Form Factor
170mm (6.7") x 170mm (6.7")

Height PCB: 1.6mm
Top Side: 20mm
Bottom Side: 3mm



» Features

Watchdog Timer
The Watchdog Timer function allows your application to regularly “clear” the system at the set

time interval. If the system hangs or fails to function, it will reset at the set time interval so
that your system will continue to operate.

DDR4

DDR4 delivers increased system bandwidth and improves performance at a lower power than
DDR3/DDR2.

Graphics
The integrated Intel® UHD graphics engine delivers an excellent blend of graphics performance
and features to meet business needs. It provides excellent video and 3D graphics with out-

standing graphics responsiveness. These enhancements deliver the performance and compat-
ibility needed for today’s and tomorrow’s business applications.

PCI Express
PCI Express is a high bandwidth I/O infrastructure that possesses the ability to scale speeds

by forming multiple lanes. The PCI Express architecture also supports high performance graph-
ics infrastructure by enhancing the capability.

Serial ATA
Serial ATA is a storage interface that is compliant with SATA 1.0a specification. With speed of

up to 6Gb/s (SATA 3.0), it improves hard drive performance faster than the standard parallel
ATA whose data transfer rate is 100MB/s.

Gigabit LAN

Two Intel® Gigabit LAN controllers (Intel® I210AT PCIe and Intel® 1219V PCle) support up to
1Gbps data transmission. (CS170-H310)

Two Intel® Gigabit LAN controllers (Intel® I210AT PCIe and Intel® 1219LM PCle) support up to
1Gbps data transmission. (CS170-Q370/C246)

Audio

The Realtek ALC887S-VD2-GR audio codec provides High Definition audio output.

roauction

Wake-On-LAN

This feature allows the network to remotely wake up a Soft Power Down (Soft-Off) PC. It is
supported via the onboard LAN port or via a PCI LAN card that uses the PCI PME (Power Man-
agement Event) signal. However, if your system is in the Suspend mode, you can power-on
the system only through an IRQ or DMA interrupt.

Wake-On-USB

This function allows you to use a USB keyboard or USB mouse to wake up a system from the
S3 (STR - Suspend To RAM) state.

RTC Timer

The RTC installed on the system board allows your system to automatically power-on on the
set date and time.

ACPI STR

The system board is designed to meet the ACPI (Advanced Configuration and Power Interface)
specification. ACPI has energy saving features that enables PCs to implement Power Manage-
ment and Plug-and-Play with operating systems that support OS Direct Power Management.
ACPI when enabled in the Power Management Setup will allow you to use the Suspend to RAM
function.

With the Suspend to RAM function enabled, you can power-off the system at once by pressing
the power button or selecting “Standby” when you shut down Windows® without having to go
through the sometimes tiresome process of closing files, applications and operating system.
This is because the system is capable of storing all programs and data files during the entire
operating session into RAM (Random Access Memory) when it powers-off. The operating ses-
sion will resume exactly where you left off the next time you power-on the system.

Power Failure Recovery

When power returns after an AC power failure, you may choose to either power-on the system
manually or let the system power-on automatically.

UsB

USB 3.1 Gen2 is capable of running at a maximum transmission speed of up to 10 Gbit/s (1.2
GB/s) and is faster than USB 3.1 Genl (5 Gbit/s, or 625 MB/s), USB 2.0 (480 Mbit/s, or 60
MB/s) and USB 1.1 (12Mb/s). USB 3.1 reduces the time required for data transmission, reduc-
es power consumption, and is backward compatible with USB 2.0. It is a marked improvement
in device transfer speeds between your computer and a wide range of simultaneously acces-
sible external Plug and Play peripherals.
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Chapter 2 - Hardware Installation

Important:
‘} Electrostatic discharge (ESD) can damage your board, pro-
> Board LaVOUt cessor, disk drives, add-in boards, and other components.

Perform installation procedures at an ESD workstation
only. If such a station is not available, you can provide

USB 3/4 Usgf?;/% DP2 USB 7/9 some ESD protection by wearing an antistatic wrist strap
AUdio o1 Gent) AJSB 51 Gany S8 e @ . and attaching it to a metal part of the system chassis. If
COM1 I = I a wrist strap is unavailable, establish and maintain contact
VGA COM2 DP1 : Q3 : with the system chassis throughout any procedures requir-
\ LAN2 § LAN1 _a O o 5 | ing ESD protection.
66080 -1 ! = !
D2 - I I
FrontAudlo JP4"5§ O A L e e —— a
M.2 2280 Bottom Side
# +12V Power M Key o
Realtek -’ 1
ALC887 USB7/8 . CPU Fan » System Memory

gé
(USB 2. 0)-» a

2

8
&;,?assis tSMI 21 Important:
Intrusion - When the Standby Power LED lit red, it indicates that
LVDS there is power on the system board. Power-off the PC
LPC = then unplug the power cord prior to installing any devices.
H)n Failure to do so will cause severe damage to the mother-
@ gg board and components.
2 = h S
P1 i| Lo
a"SM BUS J 0 wls Inverter Power

USB 1/2
Audio  USB 3/4 (uss3.1Gen2 USE??GZ‘?

- (USB 3.1 Gen1) /USB 3.1 Gen1) /USB 2.0)
SATAO com1
M2
{ LAN2 | LAN1 -
e

-

PCle Gen3
x16 -
SATA1 Front Audio JP4 "sgs o
M.2 2280
R2
Buzzer (R2) M Key s
3 - e Sgp .
ATX Power USB7/8 &P Fan
. (USB 2. 0)-» g
o] [ QEGARR | 8,
tDIO 1DIO tFrontPanel Chassis 1SMI i
Power @ Intrusion
LPC *E
—— ’ ® B8 L
1 -
! JP10 £ | LVDS
: M.2 2230 , mO-SM BUS ?Eﬁ Inverter Power
! .

! E Key ! @ Y]
! i - SATAO
O, 4 PCle Gen3

Bottom Side e | -

Buzzer
~ DDR4_1 SODIMM

DDR4_1 SODIMM
ATX Power
) DIples 22 Bl

TDIO 1TDIO ftFrontPanel
Power

Note:
A M.2 E Key 2230 socket with standoff is available at the bottom side of this board.




» System Memory
The system board supports the following memory interface.

Single Channel (SC)

Data will be accessed in chunks of 64 bits from the memory channels.

Dual Channel (DC)

Data will be accessed in chunks of 128 bits from the memory channels. Dual channel provides
better system performance because it doubles the data transfer rate.

Single Channel DIMMs are on the same channel. DIMMs in a channel can be identi-
cal or completely different. However, we highly recommend using
identical DIMMs. Not all slots need to be populated.

Dual Channel DIMMs of the same memory configuration are on different channels.

Features

e Two 260-pin SODIMM up to 32GB
e  Dual Channel DDR4 2133/2400/2666MHz

e  ECC memory supported by CS170-C246

» System Memory

Installing the SODIMM Module

Before installing the memory module, please make sure that the following safety cautions are
well-attended.

1. Make sure the PC and all other peripheral devices connected to it has been powered
down.

2. Disconnect all power cords and cables.
3. Locate the SO-DIMM socket on the system board

4. Make sure the notch on memory card is aligned to the key on the socket.

Lo ) <€ DDR4 SO-DIMM

<« Socket Top View
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» System Memory

Please follow the steps below to install the memory card into the socket. » CPU

The system board is equipped with a surface mount LGA 1151 socket. This socket is exclu-
sively designed for installing a LGA 1151 packaged Intel CPU.

. Important:
Insert the memory card into the 1. Before you proceed, make sure (1) the LGA 1151 socket comes with a protec-
slot while making sure 1) the

- tive cap, (2) the cap is not damaged and (3) the socket's contact pins are not
notch and the key are aligned, bent. If the cap is missing or the cap and/or contact pins are damaged, contact
and 2) the non-connector end your dealer immediately.
rises approximately 45 degrees 2. Make sure to keep the protective cap. RMA requests will be accepted and pro-
horizontally. Press the card firmly cessed only if the LGA 1151 socket comes with the protective cap.
into the socket while applying and

maintaining even pressure on both
ends.

Press the end of the card far from

Step 3

i

the socket down while making E{'g

sure the retention notch and the E§=§

clip qlign_as indi_cated t?y the dot- gili! Protective
ted line in the illustration. If the =2 cap

retention notch and the clip do not
align, please remove the card and
re-insert it. Press the card all the
way down.

The clips snap automatically and
abruptly to the retention notches
of the card sounding a distinctive
click, and lock the card in place.
Inspect that the clip sits in the
notch. If not, please pull the clips
outward, release and remove the
card, and mount it again.

Note:
The system board used in the following illustrations may not resemble the actual
board. These illustrations are for reference only.
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» CPU
Installing the CPU

1. Make sure the PC and all other peripheral devices connected to it have been powered
down.

2. Disconnect all power cords and cables.

3. Locate the LGA 1151 CPU B el
socket on the system board. .

U | I

Important:

The CPU socket must not come in contact with anything other than the CPU. Avoid
unnecessary exposure. Remove the protective cap only when you are about to in-
stall the CPU.

4. Unlock the socket by pressing
the load lever down, moving
it sideways until to escape the
retention tab. Lift the load lever
up when it's released.

Load lever

Retention tab

5. Lift the load lever and the load
plate all the way up as shown in
the photo.

6. Remove the protective cap from
the CPU socket. The cap is used
to protect the CPU socket against
dust and harmful particles. Re-
move the protective cap only
when you are about to install the
CPU.

7-1.Insert the CPU into
the socket. The gold
triangular mark on the
CPU must align with
the chamfer corner of
the CPU socket shown
in the photo.

Load lever

Protective cap




» CPU
7-2.Two keys on the sock- ) 8. Close the load plate Load lever
et and notches on Alignment key then push the load le-
the CPU also facilitate ver down.
alignment.

While closing the load
plate, make sure the
front edge of the load il .
plate slides under the | A Retention knob
retention knob. : {

9. Press down the load
lever and hook it un-
der the retention tab.

Alignment key

Important:
The CPU will fit in only one orientation and can easily be seated without exerting
any force.

7-3.The CPU’s notch will
fit into the socket’s
alignment key when
it's seated in the cor-
rect orientation.




» CPU

Installing the Fan and Heat Sink

The CPU must be kept cool by using a CPU fan with heat sink. Without sufficient air circula-

tion across the CPU and heat sink, the CPU will overheat damaging both the CPU and system
board.

g

A boxed Intel® processor already includes the CPU fan and heat sink assembly. If
your CPU was purchased separately, make sure to only use Intel®-certified fan and

heat sink.

1.

Before you install the fan / heat sink, you must apply a thermal paste onto the top of
the CPU. The thermal paste is usually supplied when you purchase the fan / heat sink
assembly. Do not spread the paste all over the surface. When you later place the heat
sink on top of the CPU, the compound will disperse evenly.

Some heat sinks come with a patch of pre-applied thermal paste. Do not apply thermal
paste if the fan / heat sink already has a patch of thermal paste on its underside. Peel
the strip that covers the paste before you place the fan / heat sink on top of the CPU.

Place the heat sink on
top of the CPU. The 4
spring screws around
the heat sink, which
are used to secure
the heat sink onto the
system board, must
match the 4 mount-
ing holes around the
socket.

Orient the heat sink
so that the CPU fan’s
cable is nearest the
CPU fan connector.

%rom Audio JP4 ﬁ O CPU fan
s M.2 2280 connector

[ 1R
am| +12V Power M Key

Realtek
ALC887 USB7/8

(USB 2.0)m 8
Chassis ISM'
Intrusion
i

JP1O BBB Lvos
BBB.—SM BUS Inverter Power

SATAO
cuslqmw

SATA1

(R2

Buzzer N CI‘-D JP1

~ ° DDR4_1 SODIMM System

20|
nnnnnnnnnnnn
Fan CLLCTT- [T 1T ATX Power

Mounting
bs holes

‘

o] [reenenn | QBRGA0
1DIO 1DIO tFront Panel
Power

Screw tight two of
the spring screws at
opposite corners into
the mounting holes.
And then proceed with
the other two spring
screws.

Connect the CPU fan’s
cable to the CPU fan
connector on the sys-
tem board.

S
S
\\\\
/////////II ] H'“\

J
)

®
Ny

“Unlocked” position
= of push-pin
“Locked” position of

push-pin
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» Jumper Settings
Clear CMOS Data JP1

USB 3/4 (use J 1 Ge 2 DP2 USB 7/9

Audio (USB 31 Gent
wssusm 1USB 3.1 Gen) UsB 20)
COM2
{ LAN1
66688
Front Audio JPa=' B O
. M.2 2280
T2y Power M Key
Realtek "E‘E'ﬁ“ .
ALC887 USB7/8 z CPU Fan
(USB20)= a
8
S 2
Chassis Tom
Intrusion
® Nos
LPC ‘E
@ ag hey m
2 = LvDS
888 sm BUS m Inverter Power 1 3
@ g g 1
Intel JPg| -
- SATA0
PCle Gen3 Battery §
e caselasToms10 T - Normal (default) 1-2 On
i SATA1
(RZ)

Clear CMOS Data 2-3 On

Fan

Buzzer
‘O M o

T
' DIO 1DIO  tFront Panel
Power

If any anomaly of the followings is encountered —

a) CMOS data is corrupted;
b) you forgot the supervisor or user password;

c) failure to start the system due to BIOS mis-configuration

— it is suggested that the system be reconfigured with default values stored in the ROM BIOS.

To load the default values stored in the ROM BIOS, please follow the steps below.

1. Power-off the system and unplug the power cord.

2. Put a jumper cap on JP1's pin 2 and pin 3. Wait for a few seconds and set JP1 back to

its default setting, i.e. jumper cap on pin 1 and pin 2.

3. Plug the power cord and power-on the system.

_hapter 2= Hardware Installatio

COM1/2 Power Selection JP4/5

USB 7/9 1

USB 3/4 LuSB}tGe?
usaause 1) /USB 3.1 Gent)

.

Audio

Frcn!Aud

12V Power
Realtek
ALC887

8 g RS232 Standard (Default) 1-3 / 2-4 On
Chassis tsmi
3-5/ 4-6 On

Intrusion
LPC 'E
B8 ¢

® RS232 with Power

®

-

P10 aas Lvos
Inverter Power

® 4
Intel JPBI ' -
- SATAO

m..sm BUS

PCle Gen3
x16 246/Q370/H310 |-
. SATA1
Buzzer (R2)
T oo <
Fan ATX Power

' DIO 1DIO tFrontPanel
Power

JP4 (for COM 1) and JP5 (for COM 2) are designed to configure Serial COM ports to pure
RS232 or RS232 with power.
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hapter

» Jumper Settings

LVDS Backlight Power JP7

Audio USBY4 wshorous DP2 ]
wsEMGs 1) /USB 5.1 Gen) 31 6ot
VGA COoMm1
com2 DP1
2 LAN1
Y
Front Audio ZER: 3
M.2 2280
BE) “2v Power M Key
Realtek JFEMQH. ~
S usare il CPU Fan
(USB20)= a
8e o
Chassis tsmi
@® Intrusion
LPCQE 3
LvDS
® Inverter Power 1

-
PCle Gen3
x16

3.3V (default) 1-2 On
5v 2-30n

| -
SATA1
(R2)

EuZZer

;]
tDIO 1DIO  tFront Panel
Power

JP7 is used to select the power level of backlight control: +3.3V (default) or +5V.

1k

Important:

Before powering-on the system, make sure that the power settings of JP7 match
the power specification of backlight control. Selecting the incorrect voltage will
seriously damage the backlight.

ardware Installatio

» Jumper Settings

LVDS Panel Power JP8

USB 7/9
(USB 3.1 Gent
1USB 2.0)

T2V Power M Key

Realtek JPS.
ALCB87 USB7/8

~&
(USB 2. 0)-§

Audio ~ USB3/4
(USB 3.1 Gent) /USB 3.1 Gen1)

6 I -
i

4usa:use z

COM1
COM2

JPa=' B O

M.2 2280

Front Audio

I CPU Fan

8
~ 2pat
Chassis 'SM‘

@ Intrusion

DS
Inverter Power

-
PCle Gen3
x16

SATAO

SATA1

Buzzer (R2)
~

ATX Power

bl
1DIO tDIO tFrontPanel
Power

2 6
1 5
12v 1-2 0n
sv 3-40n

3.3V (default) 5-6 On

JP8 is used to select the power supplied with the LVDS LCD panel.

Important:

Before powering-on the system, make sure that the power settings of JP8 match

the LCD panel’s specification. Selecting the incorrect voltage will seriously dam-
age the LCD panel.

1k
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» Jumper Settings
LVDS Inverter Power JP10

USB 7/9
(USB 3.1 Gent
1USB 2.0)

USB 1/2
Audio USB 3/4 (use 3.1 Gen2

DP2
(USB 3.1 Gen1) /USB 3.1 Gen1)
) Coms
A com2
\&) LAN2 f LAN1

dio JPa=
-
+12V Power

Realtek
ALC887

M.2 2280

@

)
JPS, i
‘zﬁ‘ -
usB7/8 ‘g@l2] GPU Fan
(usaz.o)..a

~
Chassis
Intrusion

2pat

tswi

LPC= P7
I 39
] )
2

-
P10 Bags | LVDS
5| Inverter Power

888 - sm BUS

-
SATAO
Battery §

& ; +12V 1-2 On
';_'3 SaTAt
7 G Jpt " 5V (default) 2-3 On

System -
Fan ATX Power

Buzzer
~

®

(%)
1DIO 1DIO tFront Panel
Power

JP10 is used to select the power level of LVDS Inverter: +5V (default) or +12V.

Hardware Installation



» Rear Panel I/0 Ports

Q370/C246
@) | Micin
0 _~9
Line-out
T Line-in
LERVAVARE L1 LEELEL BRVAY YT =
DP++ COM 2
H310
COM 1 LAN 1 LAN 2 -
@] Micin
0 _~9
Line-out
‘‘‘‘‘ ‘ |© ll Line-in
L T \17 ‘IIIIII\IIIII’ TV |uwuw|[ |vw"wwwﬂ! ﬁTﬂ,« "
DP++ COM 2 USB 3.1 USB 3.1
Gen 1 Gen 1

» Rear Panel I/0 Ports
RJ45 LAN Ports

T VR BRI A A B LT ke

Features

LAN1 :

e Q370/C246: Intel® i219LM PHY(10/100/1000Mbps)
e H310: Intel® i219V PHY(10/100/1000Mbps)

LAN2 :

« Intel® i210AT PCle(10/100/1000Mbps)

The two LAN ports allow the system board to connect to a local area network by means of a
network hub.



» Rear Panel I/0 Ports
USB Ports

USB 3.1 Gen 2

USB 3.1 Gen 1

Ty 7Ty T | R RITy | ST ey T Ty

USB 3.1 Gen 1
(3/4)

The USB device allows data exchange between your computer and a wide range of simultane-
ously accessible external Plug and Play peripherals.

The motherboard is equipped with 6 onboard USB Type A ports (USB 1/2 & 3-4 & 7/9) at the
panel I/O ports with different speeds vary from the chipset.

» Rear Panel I/0 Ports

Graphics Interfaces

DP++ Port

The DisplayPort is a digital display interface used to connect a display device such as a com-
puter monitor. It is used to transmit audio and video simultaneously. The interface, which is
developed by VESA, delivers higher performance features than any other digital interface.

VGA
The VGA port is used for connecting a VGA monitor. Connect the monitor’s 15-pin D-shell cable

connector to the VGA port. After you plug the monitor’s cable connector into the VGA port,
gently tighten the cable screws to hold the connector in place.
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» Rear Panel I/0 Ports

COM (Serial) Ports

=
LERVATARE L1 111111 RunvAy) O A AVINE A ihiiod B A AR RS

COM 2

The serial mode of COM 1 and COM 2 is fixed at RS232.

The serial ports are asynchronous communication ports with 16C550A-compatible UARTs that
can be used with modems, serial printers, remote display terminals, and other serial devices.

WWWw.dfl.com

Audio

Mic-in(Pink)

©)

Q

®®

o

Line-out(Lime)

Line-in(Blue)

!

7 i D (I Al I A AR

Rear Audio

The system board is equipped with 2 audio jacks (Line-out and Mic-in). Line-in jack is available
upon request. A jack is a one-hole connecting interface for inserting a plug.

e Line-in Jack (Light Blue) (optional)

This jack is used to connect any audio devices such as Hi-fi set, CD player, tape player,
AM/FM radio tuner, synthesizer, etc.

e Line-out Jack (Lime)

This jack is used to connect a headphone or external speakers.

e Mic-in Jack (Pink)

This jack is used to connect an external microphone
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» Internal I/0 Connectors
SATA (Serial ATA) Connectors

USB 1/2
Audio  USB 3/4 (UsB 3.1 Gen2 (Uslé??ez/n?
(USB 3.1 Gent) /USB 3.1 Gen1) sl

COM1 oed
A LAN2 LAN1 S
66088
Lo wamBr—O

Front Audio

B «~ M.2 2280

Af +12V Power M Key
Realtek Jﬁsgs H |
ALC887 USB7/8 CPU Fan

(USB 2.0) = g

:
.E 8¢ a

Chassis tsmi
Intrusion

®

H
I -

PCle Gen3
x16

Buzzer i
~ DDR4_1 SODIMM

DDR4_2 SODIMM

= u | [mEmmEEE

1DIO 1DIO tFront Panel
Power

Features
|

e 2 Serial ATA 3.0 ports with data transfer rate up to 6Gb/s (SATA 0 and SATA 1)
e Integrated Advanced Host Controller Interface (AHCI) controller

e Supports RAID (for CS170-Q370/C246 only)

The Serial ATA connectors are used to connect Serial ATA devices. Connect one end of the Se-
rial ATA data cable to a SATA connector and the other end to your Serial ATA device.

="Hardware Installation
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» Internal I/0 Ports » Internal I/0 Ports
Cooling Fan Connector Digital I/0
1/2 USB 1/2
Audio USB 3/4 (usaa 1 Gen2 (USE§?GZ3 Audio USB 3/4 (usB 3.1 Gen2 (Uslg'§?s7e/3
(USB 3.1 Gen1) /USB 3.1 Gen1) 1USB 2.0) (USB 3.1 Gen1) /USB 3.1 Gen1) /usa 2.0)
coMm1 . coMm1
COM2 COM2
LAN2 LAN1 )\ LAN2 LAN1
Front Audio JP4"5§5 O Front Audio JP4"5§5 O
M.2 2280 - M.2 2280
12V Power M Key # +12V Power M Key
Realtek e Realtek PSR
ALC887 USB7/8 ALC887 USB7/8 2 CPU Fan
- (USB 2.0) = 8 (USB 2.0) = g
I g l : 8
- TR . TR
Chassis tsmi A 4-pin Chassis tsmi |
Intrusion PWM Fan Connector Intrusion G/Ds
LPC# (CPU Fan) LPC = H GND
i SVDU
% +12V
® §§ ® §§ Digital 1/0 Power }
ﬂa—SM BUS Invener Power
. . -
E r E - SATAO
PCle Gen3 PCle Gen3 Battery §
x16 x16

-
SATA1
(R2)

Buzzer " " " " Buzzer " — — L P
- « - System Digital /0
BA ATX Power Fan

ATX Power 1 3

1DIO 1DIO tFront Panel Front Panel

Power
The fan connector is used to power a cooling fan. Cooling fans will provide adequate airflow The 8-bit Digital I/O connector provides powering-on function to external devices that are con-
throughout the chassis to prevent overheating the CPU and system board components. The nected to these connectors.

4-pin fans provide PWM to modulate fan speed.
Vv Digital I/O Connector Pin Assignment

¥ PWM Fan Pin Assignment Pin Function
Pin Assignment 1 DIO7
1  Ground 2 DIO6
2 P
ower 3 DIOS
3 Sense
4 DIO4
4 Speed Control
5 DIO3
6 DIO2
7 DIO1
8 DIOO
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» Internal I/0 Ports
LVDS LCD Panel

2 1
USB 7/9
USB 3/4 en: [
Audio (USB 3.1 Gen1) /$55:353311<§;en12 (USE,E‘,Q,?;?) : :
COoMm1 -
DP1 =
com2 mm
I LAN2 § LAN1 e
==
FrontAudlo JP4'\§5 O LVDS LCD e
# M.2 2280 Panel =m
.- Ti2v Power M Key } o=
Realtek JPS 6§ - mm
ALC887 USB7/8 CPU Fan -
- (USB 2. 0 a am
0 . -
8¢ ==
éhassis 1SM|
Intrusion 40 39
@ LVDS
treom of
LCD/Inverter
® it | ower
2 =
LVUS

JP10 648
! : fInverter Power

1
P[] «
l SATAO
| e
SATA1
Buzzer R2)

: . 2 000 ¢=JP1
3 Sysen | Ba@Eussmmaan -
o " =25 oDBoaBEEEBBA ATX Power
: DDR4_2 SD\MM FLET [T

1DIO #DIO 1t FrontPanel
Power

®

H
i%s
PCle Gen3 Battery §

[*3)

x16

The system board allows you to connect a LCD Display Panel by means of the LVDS LCD panel
connector and the LCD/Inverter power connector. These connectors transmit video signals and
power from the system board to the LCD Display Panel.

Jumper Settings

Refer to the “Jumper Settings” section in this chapter for settings relevant to the LCD panel.

Pin

11
13
15
17
19
21
23
25
27
29
31
33
35
37

39

V¥ LVDS LCD Panel Connector

Function
GND
LVDSA_3+
LVDSA_3-
GND
LVDSA_2+
LVDSA_2-
GND
LVDSA_1+
LVDSA_1-
GND
LVDSA_0+
LVDSA_0-
GND
LVDSA_CLK+
LVDSA_CLK-
GND
DDC_CLK
DDC_DATA
Panel Power

Panel Power

Note:

Pin

2

10
12
14
16
18
20
22
24
26
28
30
32
34
36
38
40

Function
GND
LVDSB_3+
LVDSB_3-
GND
LVDSB_2+
LVDSB_2-
GND
LVDSB_1+
LVDSB_1-
GND
LVDSB_0+
LVDSB_0-
GND
LVDSB_CLK+
LVDSB_CLK-
GND

NC

+3.3V

Panel Power

Panel Power

V¥ LCD/Inverter Power Connector

Pin

1

Function
GND

GND

Panel Inverter Brightness
Voltage Control

Panel Power
+3.3V

Panel Backlight On/Off
Control

LCD/Inverter Power

LCD/Inverter Power

The signal of the LCD panel can only be displayed either via LVDS or via eDP.
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» Internal I/0 Ports
Chassis Intrusion Connector

Audio USB 3/4 (uss 3 1 Ger\2 (usg§?31{,91
(USB 3.1 Gen1) /USB 3.1 Gen1) JUSB 2.0)
CoM1 e
COM2
LAN2 LAN1
Front Audio JP4->5§5 O
# M.2 2280
+12V Power M Key
Realtek Jﬁsgs 7
ALC887 UsB7/8 ‘@[] CPU Fan
- (USB 2.0) = g

g GND
E i ~ Slgnal E :

-
LVDS

®

-
LVDS
Inverter Power

1

H
E - SATAO
PCle Gen3
x16 -
SATA1
Buzzer (R2)
- s
ATX Power
TDIO *DIO fFront Panel
Power

The board supports the chassis intrusion detection function. Connect the chassis intrusion
sensor cable from the chassis to this connector. When the system’s power is on and a chassis
intrusion occurred, an alarm will sound. When the system’s power is off and a chassis intrusion
occurred, the alarm will sound only when the system restarts.

» Internal I/0 Ports

Front Panel Connector

USB 1/2
Audio USB 3/4 (usB3.1Gen2 DP2 uss 74‘9
(USB 3.1 Gent) /USB 3.1 Gent)

(U583 1 Gent
Uss20)
VGA coM1
com2 (217
( LAN2
o8 N
L wpam 8O

Front Audi

¥ Front Panel Connector
12

P
Realtek JPSeeps

ALC887 USB7/8 % CPU Fan

(USB 2.0)=

b B HD-LED {

Chassis Tsmi

@ Intrusion

LPC nE
BE .

JPm aaa LS
Inverter Power

} PWR-LED

RESET { ] ATX-SW

®

%-SM BUS

® 11 12

-
PCle Gen3 Battery §
x16 (Rl c>:sa3onsio

1
Intel JPg)
ShTA0

Euzzer

[
Fan

A
ATX Power

1DIO  1DICY 1 Front Bfinel
Power

¥ Front Panel Pin Assignment

Pin Assignment Pin Assignment

1 N.C 2 LED Power

3 HDD Power PWR-LED 4 LED Power
HDD-LED

5 Signal 6 Signal

7 Ground Ground

RESET ATX-SW
9 Signal 10 Signal
11 N.C. 12 -

HDD-LED - Hard Disk Drive LED

Lighting of the LED indicates that the hard drive is being accessed.

RESET - Reset Switch

This switch allows you to reboot without having to power off the system.

PWR-LED - Power/Standby LED

When the system’s power is on, this LED will light up. When the system is in the S1 (POS
- Power On Suspend) state, it will blink at 1-second intervals. When the system is in the S3
(STR - Suspend To RAM) state, it will blink at 4-seconds intervals.

ATX-SW - ATX Power Switch

This switch is used to power on or off the system.
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Expansion Slots Installing the M.2 Module

Before installing the M.2 module into the M.2 socket, please make sure that the following

e ] D D |: safety cautions are well-attended.
Front Audio JPa (@] M&2K2230 (e)
ey

o ma - M.2 2280
am| +12v Power M Key

Realtek

ALCBS7

i
p— USBT) %E CPu Fan

wsmg' 1. Make sure the PC and all other peripheral devices connected to it has been powered
cngss M down.

Disconnect all power cords and cables.

Locate the M.2 socket on the system board

H woN

Make sure the notch on card is aligned to the key on the socket.

5. Make sure the standoff screw is removed from the standoff.

v
M.2 2230 E Key

¥ M.2 Modul ¥ M.2 Sock
M.2 2280 M Key v odule Y M.2 Socket

PCIe Gen3.0 x16

PCI Express Slot

) Stand-off = O

The x16 PCIe socket supports the installation of a PCle card signal up to Gen3.0. To switch NOtCH = - - Key =
between PCIe x16 x8 x4 , use by GPIO and BIOS control. Refer to the BIOS section for more = y
information. —

M.2 Sockets

The M.2 socket is the Next Generation Form Factor (NGFF) which is designed to support multi-
ple modules and make the M.2 more suitable in application for solid-state storage. A 22x30mm
socket and standoff is reserved on the PCB for a M.2 E Key module, and a 22x80mm socket
and standoff for a M.2 M Key module.

M.2 2230 supports PCle and USB signal such as Intel® CNVi module and Intel® vPro (Partial-
SKU support only), M.2 2280 supports PCIe Gen3 x4 and SATA signal (Q370 and C246), PCle
Gen2 x1 signal (H310), and Intel® Optane memory (Both of the M10 and H10) and NVMe
(Q370 and C246 only).



» Internal I/0 Ports

Please follow the steps below to install the card into the socket.

Step 1:
Insert the card into the socket
at an angle while making sure
the notch and key are perfectly
aligned.

Step 2:

Press the end of the card far
from the socket down until
against the stand-off.

Step 3:

Screw tight the card onto the
stand-off with a screw driver
and a stand-off screw until
the gap between the card and
the stand-off closes up. The
card should be lying parallel to
the board when it's correctly
mounted.

» Internal I/0 Ports

Front Audio Connector

USB 1/2 USB 7/9
31 Gen USB 3.1 Gent

Audio  USBI/4

J-]- Rl L]

ma « M.2 2280
@E| +12V Power M Key

Realtek
ALC887 USB7/8 E CPU Fan
(USB 2.0) = %

¥ Front Audio
Chassis tsmi
Intrusion -
LvDS
LPC EJP/
.

JP10 BegE

888 = sM BUS
g

N
Intel

PCle Gen3 Battery §

X C2461370M310 -
[ B | SATA1
Buzzer 7000 &= P ®2)
-

Sysem ' [OOHEOOHEEEH .
o Fan QOOQODEAAnEA| ATX Power
e

tDIO 1DIO fFront Panel
Power

¥ Front Audio Pin Assignment

Pin Assignment Pin Assignment
1 Mic2-L 2 GND
3 Mic2-R 4 N.C
5 Line2-R 6 Mic2-ID
7 GND 8 --
9 Line2-L 10 Line2-1D

The Front Audio internal connector allows you to connect to the second line-out and mic-in
jacks that are at the front panel of your system.
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» Internal I/0 Ports

LPC Connector

USB 7/9

Audio 304 s rons
1USBJIG n1) /USB 3.1 Gen1)

.
Fronl Audio

(uss
Ccom1
com2

3.1 Gent
/usazm

JP4= g O
M.2 2280
M Key
Realtek JP-?‘Q‘ -
ALC887 USB7/8 ' CPU Fan
(USB20)= i
8e 2pat
Chassis tswi 7
@ Intrusion
YIC*H
® X e
A 1H
; P10 6dpE | LVDS
888~ sm BU “Fi. inverter Power
@ eI «
- SATAO
PCle Gen3 Battery §
x16 .

Buzzer
~

| -
SATA1
(R2)

-
ATX Power

SRR el 2 )
1DIO TDIO tFrontPanel
Power

hapter

14 13

2 1

A LPC Connector

The LPC connector is used for debugging and its pin functions are listed below.

¥ LPC Pin Assignment

Pin Assignment
L_CLK
L_RST#

1
3
5 L _FRAME#
7 L_LAD3
9 L_LAD2
11 SERIRQ

13 5VSB

Pin Assignment

2 L_LAD1
4 L_LADO
6 3.3V

8 GND
10 -

12 GND
14 5V

ardware Installatio

» Internal I/0 Ports

SMBus Connector

Audio 34 s rons (USLEJ§?G7/53
(usaue n1) JUSB 3.1 Gen1) )
COM2
A LAN1
60688
Front Audi spa='B O
M.2 2280
+12V Power M Key

Realtek

JP5
ALC887 USB7/8 l CPU Fan

(USB 2. 0)-. a
8
~
Chassis 'SMl el

Intru: ]
ntrusion Sos ¥ SMBus Connector

LPC=
® E % 2
t %

-
SATAO

-
PCle Gen3
x16

Battery §
-
SATA1
Buzzer " g (R2)
> © MEETEEETI oo pe
Fan ATX Power

=] ] G
1DIO TDIO fFrontPanel
Power

The SMBus (System Management Bus) connector is used to connect the SMBus device. It is a
multiple device bus that allows multiple chips to connect to the same bus and enable each one
to act as a master by initiating data transfer.

¥ SMBus Pin Assignment

Pin Assignment Pin Assignment
1 3v3DU 2 GND

3 SMBus_Clock 4 SMBus_DATA
5 SMBus_Alert 6 -
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» Internal I/0 Ports

Audio SB 3/4 1ussa1san2 ‘uslﬁ?ezg‘
1usBa 1Gen1) /USB 3.1 Gen1) e
Com1 -
COM2
LAN2 LAN1
)
Front Audio wam @O
M.2 2280 =
+12V Power M Key @
Realtek o R
g use7/s 1 CPU Fan
(USB 2.0) =
; 2
Ox L
Chassis tsm
Intrusion

-
LvDS

LPC= JP7
. 4
® BE

P10 M' Sos

H;Q-SM BUS ‘f #|&| Inverter Power
® ; LA
- SATAO
PCle Gen3 -
x16 - 2 1
SATA1
Buzzer . ®2)
~ DDR4_1 SODIMM -
ATX Power
S Dee—— L

1DIO tDIO fFront Panel
Power

A Battery Connector

Connect to the
battery connector

The lithium ion battery addendum supplies power to the real-time clock and CMOS memory as
an auxiliary source of power when the main power is shut off.

Safety Measures

e There exists explosion hazard if the battery is incorrectly installed.
¢ Replace only with the same or equivalent type recommended by the manufacturer.

 Dispose of used batteries according to local ordinances.

+12V Power

USB 12
Audio  USB 3/4 (uss 31 Genz

(USB 3.1 Gent) /USB 3.1 Gen1) 1USB 2.0)

Front Aullio

+j2V Power

PS:
USB7/8 ﬁ; CU Fan

(usB 2. o)-»a

4
+12V +12V

A 12V Power Connector

8
On b
Chassis tsmi
Intrusion -
LvDS
LFC-»E
18 daiff | Lvos

Inverter Power

ﬂ.—sm BUS e,

SATAO

-
PCle Gen3
x16 -
SATA1
Buzzer "
> DDRé_1 SOOI -
ATX Power
Q DDR4_2 SOOI eeem ¢
1DI0 1DIO 1 Front Panel

Power

Connect a ATX 4-pin power to this jack.
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» Internal I/0 Ports

UsB

Audio USB 34 s rone

4ussame 1) 1USB 3.1 Gen1)

LAN2 § LAN1
Fronl Audic

BE) “2v Power
Realtek JPS.g .
ALCB87 use78 g CPU Fan
(USB 2.0) a
8
°R g
Chassis tsm 0
@® Intrusion
LVDS
ch-.E A USB 2.0 (7/8) Connector
me s
E!..SM BUS ?E Inverter Power
® P[]
- SATAO
PCle Gen3 Battery §
x16 o |«
SATA1
Buzzer R2)
Fan ATX Power

®

Rl I

t DIO 1DIO tFront Panel
Power

V¥ USB 2.0 (7/8) Pin Assignment

Pin Assignment Pin Assignment
1 VCC 2 vcC
3 Data- 4 Data-
5 Data+ 6 Data+
7 GND 8 GND
9 10 ---

The additional USB ports(USB 7/8) may be mounted on a card-
edge bracket. Install the card-edge bracket to an available slot on
the system chassis and then insert the USB port cables to a con-
nector.

Hardware Installation

400176207240712_RA_E



e Ol UldDLET £
Chapter 3 - BIOS Setup

» Overview

The BIOS is a program that takes care of the basic level of communication between the CPU
and peripherals. It contains codes for various advanced features found in this system board.

The BIOS allows you to configure the system and save the configuration in a battery-backed
CMOS so that the data retains even when the power is off. In general, the information stored
in the CMOS RAM of the EEPROM will stay unchanged unless a configuration change has been
made such as a hard drive replaced or a device added.

It is possible that the CMOS battery will fail causing CMOS data loss. If this happens, you need
to install a new CMOS battery and reconfigure the BIOS settings.

Note:

The BIOS is constantly updated to improve the performance of the system board;
therefore the BIOS screens in this chapter may not appear the same as the actual
one. These screens are for reference purpose only.

Default Configuration
Most of the configuration settings are either predefined according to the Load Optimal Defaults
settings which are stored in the BIOS or are automatically detected and configured without re-
quiring any actions. There are a few settings that you may need to change depending on your
system configuration.

Entering the BIOS Setup Utility

The BIOS Setup Utility can only be operated from the keyboard and all commands are key-
board commands. The commands are available at the right side of each setup screen.

The BIOS Setup Utility does not require an operating system to run. After you power up the
system, the BIOS message appears on the screen and the memory count begins. After the
memory test, the message “Press DEL to run setup” will appear on the screen. If the message
disappears before you respond, restart the system or press the “"Reset” button. You may also
restart the system by pressing the <Ctrl> <Alt> and <Del> keys simultaneously.

Legends

Keys Function
Right / Left arrow  Move the highlight left or right to select a menu

Up / Down arrow Move the highlight up or down between submenus or fields

<Enter> Enter the highlighted submenu

+ (plus key) Scroll forward through the values or options of the highlighted field

- (minus key) Scroll backward through the values or options of the highlighted field
<F1> Display general help

<F2> Display previous values

<F9> Optimized defaults

<F10> Save and Exit

<Esc> Return to previous menu

Scroll Bar

When a scroll bar appears to the right of the setup screen, it indicates that there are more
available fields not shown on the screen. Use the up and down arrow keys to scroll through all
the available fields.

Submenu

When " appears on the left of a particular field, it indicates that a submenu which contains
additional options are available for that field. To display the submenu, move the highlight to
that field and press <Enter>.
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» Main

The Main menu is the first screen that you will see when you enter the BIOS Setup Utility.
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System Date System Time

System Date Scroll down the screen to reveal the rest of the fields.

The date format is <day>, <month>, <date>, <year>. Day displays a day, from Sunday to System Time

Saturday. Month displays the month, from 01 to 12. Date displays the date, from 01 to 31.

Year displays the year, from 2005 to 2099. The time format is <hour>, <minute>, <second>. The time is based on the 24-hour military-

time clock. For example, 1 p.m. is 13:00:00. Hour displays hours from 00 to 23. Minute dis-
plays minutes from 00 to 59. Second displays seconds from 00 to 59.
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» Advanced RC ACPI Settings

The Advanced menu allows you to configure your system for basic operation. Some entries are Configure power management related settings in this page.
defaults required by the system board, while others, if enabled, will improve the performance
of your system or let you set some features according to your preference.

Aptio Setup Utility Copy (C) 2020 American

Hake System from S5 via RTC [Disabled]

Important:
Setting incorrect field values may cause the system to malfunction.

Aptio Setup Utility - Copyright (C)

> RC ACPI Settings
1 I

Wake system from S5 via RTC

When Enabled, the system will automatically power up at a designated time every day from
the Real-time clock (RTC) battery. More settings will be displayed once it's switched to [En-
abled] as detailed in the next page.

State After G3

Select between SO State, Last State, and S5 State. This field is used to specify what state the
system is set to return to when power is re-applied after a power failure (G3 state).
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» Advanced » RC ACPI Settings

Aptio Setup Utility Copyright (C) 0 American

Hake System from S5 via RTC [Enabled]
{ Il
[

When “Wake system from S5” is enabled, the following fields will appear.

Wake up hour

Press +/- to set the hour from 0 to 23.

Wake up minute

Press +/- to set the minute from 0 to 59.

Wake up second
Press +/- to set the second from 0 to 59.

State After G3

Specify the state to go after having resumed from a power failure.

VWW. CITT.COM

» Advanced
CPU Configuration

Configure CPU processing related settings in this page.
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Intel (VMX) Virtualization [Enabled]
Technology
ol

Intel (VMX) Virtualization Technology

When this field is enabled, the VMM can utilize the additional hardware capabilities provided by
Vanderpool Technology.

Active Processor Cores

Select number of cores to be enabled in each processor package: all, 1, 2, 3, 4 or 5.

Hyper-threading

Enable or disable Hyper-threading. When it is enabled, a physical core will perform as two
logical processors, and the user may experience better computational efficiency of the system.
Please make sure that the OS operating on your system is optimized for Hyper-Threading,
e.g. Windows and Linux. This field is not available when the equipped CPU does not support
Hyper-threading.

Note:
Some of the fields may not be available when the features are not supported
by the equipped CPU.
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» Advanced
Power & Performance

Configure the power and performance settings in this page.

Aptio Setup Utility Copyright (C) 0 Amer ican

Intel(R) SpeedStep(tm) [Enabled]

Intel(R) SpeedStep(tm)

Enable or disable Intel Enhanced SpeedStep Technology. Voltage and frequency are switched
between high and low levels in response to processor load when this field is enabled, and the
Turbo Mode field will appear.

Turbo Mode

Enable or disable processor turbo mode, which allows the processor core to automatically run
faster than the base frequency when the processor’s power, temperature, and specification are
within the limits of TDP. This field is only available when “Intel(R) SpeedStep(tm)” is enabled.

C states

Enable or disable CPU Power Management. When enabled, the CPU is allowed to go to C
states when it's not 100% utilized.
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» Advanced

PCH-FW Configuration

Configure the parameters of Management Engine Technology.
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ME State [Enabled]

ME State

Enable or disable Management Engine. When this field is set to Disabled, ME will be put into
ME Temporarily Disabled Mode. The following fields will only appear when ME State is enabled.

Manageability Features State

Enable or disable Intel(R) Manageability features. This option disables/enables Manageability
Features support in FW. To disable, support platform must be in an unprovisioned state first.

AMT BIOS Features

When disabled, AMT BIOS features are no longer supported and user is no longer able to ac-
cess MEBx Setup. This option does not disable manageability features in FW.

» AMT Configuration

This section is used to configure Intel(R) Active Management Technology Parameters. Please
refer to the following pages.

ME Unconfig on RTC Clear
When disabled, ME will not be unconfigured on RTC Clear.

» Firmware Update Configuration
Please refer to the following pages.
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» Advanced » PCH-FW Configuration » Advanced » PCH-FW Configuration
» AMT Configuration » AMT Configuration » Secure Erase Configuration

This section is used to configure Secure Erase.
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USB Provisioning of AMT [Disabled] Secure Erase mode [Simulated]

USB Provisioning of AMT Secure Erase Mode

Enable or disable AMT USB Provisioning. Select Secure Erase module behavior: Simulated or Real.
» Secure Erase Configuration Force Secure Erase

Please refer to the following pages. Enable or disable Force Secure Erase on next boot.

» OEM Flags Settings

Please refer to the following pages.
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» Advanced » PCH-FW Configuration » Advanced » PCH-FW Configuration
» AMT Configuration » OEM Flags Settings » Firmware Update Configuration
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Hide Unconfigure ME Confirmation [Disabled]
Prompt
! I [

Me FW Image Re-Flash [Disabled]

Hide Unconfigure ME Confirmation Prompt Me FW Image Re-Flash
Enable or disable to hide unconfigure ME confirmation prompt when attempting ME unconfigu- This field is used to enable or disable the Me FW Image Re-Flash function.
ration.

Unconfigure ME

Enable or disable to unconfigure ME with resetting MEBx password to default.
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» Advanced
Trusted Computing

Configure Trusted Computing settings.
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Security Device Support [Enable]

Security Device Support

This field is used to enable or disable BIOS support for the security device. A security device
will not be shown on the OS. TCG EFI protocol and INT1A interface will not be available.

Pending operation

Schedule an opeartion for the security device. Your computer will reboot during restart in order
to change state of the security device.
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» Advanced

PTN3460 Configuration

This section configures settings relevant to Trusted Computing innovations.
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PTN3460 Function [Disabled]

PTN3460 Function
Enabled or Disabled PTN3460 LCD Features.

LCD Panel Type

Select the resolution of the LCD Panel — 800X480, 800X600, 1024X768, 1366X768,
1280X1024, 1280X768, 1920X1080, or 1600X900.

LCD Panel Color Depth
Select the color depth of the LCD Panel — 18 Bit, 24 Bit, 36 Bit, 48 Bit.

Backlight Type

Select the inverter polarity and brightness control — Normal+PWM Mdde, Normal+DC Mdde,
Invert+PWM Mdde, or Invert+DC Mdde.

Important:
The configuration must match the specifications of your LCD Panel in order for the
LCD Panel to display properly.
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» Advanced » Advanced » NCT6116D Super IO Configuration
NCT6116D Super IO Configuration » Serial Port 1/2/3/4 Configuration

This section is used to configure the I/O functions supported by the onboard Super I/O chip.
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Serial Port [Enabled]

WatchDog Timer Unit [Second]

WatchDog Timer Unit Serial Port

Select WatchDog Timer Unit: Second or Minute. Enable or disable the serial COM port.

SuperIO WatchDog Timer
Set SuperIO WatchDog Timer Timeout value. The range is from 0 (disabled) to 255.

» Serial Port 1/2 Configuration
Configure the parameters of serial port 1 (COM 1) to serial port 2 (COM 2) as detailed later.
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» Advanced

NCT6116D HW Monitor

This section displays the hardware health monitor.
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> Smart Fan Function

» Smart Fan Function

Please refer to the following pages.

Case Open
Enable or disable the case open detection function.
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» Advanced » NCT6116D HW Monitor

» Smart Fan Function
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System Smart Fan Mode [SMART FAN IV]
Ul !

CPU Smart Fan Mode

Enable or disable the system smart fan. When set to “Manual mode”, fan speed will not be
controllable according to different system temperatures. Instead, a “Manual PWM Setting” field
will be displayed to configure at which speed the fan will always be fixed regardless of system
temperature.

When “CPU Smart Fan Mode” is set to "SMART FAN IV”", the following fields will appear.

Boundary 1 to Boundary 4

Set the boundary temperatures that determine the fan speeds accordingly, the value ranging
from 0-1270C. For example, when the system temperature reaches Boundary 1 setting, the fan
speed will be turned up to the designated speed of the Fan Speed Count 1 field.

Speed Count 1 to Speed Count 4

Set the fan speed, the value ranging from 1-100%, 100% being full speed. The fans will oper-
ate according to the specified boundary temperatures above-mentioned.
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» Advanced » NCT6116D HW Monitor » Advanced
Serial Port Console Redirection

This section configures settings relevant to serial port console redirection.
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m Smal ! ntri !
System Smart Fan HMode [Manual model » Console Redirection Settings

When “CPU Smart Fan Mode” is set to “Manual mode”, the following field will appear. Console Redirection

Manual PWM Setting This _ﬁeld is used to enable or dis_able_ the co_nsole redirec_:tion fun(_:tion. When console redirec-
tion is set to enabled, console redirection settings are available as instructed below.
Set the fan speed to a fixed value, ranging from 1-100%, 100% being maximum speed.
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» Advanced » Serial Port Console Redirection » Advanced
> Console Redirection Settings USB Configuration

This section is used to configure the USB settings.
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Legacy USB Support [Enabled]
[ I ab lel

Terminal Type [VT100+]
el I I

Select terminal type: VT100, VT100+, VT-UTF8 or ANSI.
Legacy USB Support

Bits per second Enabled
Select serial port transmission speed: 9600, 19200, 38400, 57600 or 115200.

Enable Legacy USB support.

Disabled Keep USB devices available only for EFI applications.
Data Bits Auto Disable Legacy support if no USB devices are connected.
Select data bits: 7 bits or 8 bits.
Parity XHCI Hand-off
Select parity bits: None, Even, Odd, Mark or Space. Enable or disable XHCI Hand-off.
Stop Bits USB Mass Storage Driver Support
Select stop bits: 1 bit or 2 bits. Enable or disable USB Mass Storage Driver Support.

Flow Control
Select flow control: None or Hardware RTS/CTS.
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» Advanced » Advanced
CSM Configuration USB Power Control
This section is used to configure the CSM settings. Configure USB port power voltage.
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USB3_1/2/3/4/5/68USB2_7/8 [S¥_Duall

CSM Support [Enabled]

This section is used to enable or disable CSM Support. When CSM Support is set to enabled, USB Power Settings

several options will appear for configuration. Select the power voltage for USB 1-8 — 5V_Dual or 5V.

Boot option filter

This field controls Legacy/UEFI ROMs priority.

Network

This field controls the execution of UEFI and Legacy Network OpROM.
Storage

This field controls the execution of UEFI and Legacy Storage OpROM.
Video

This field controls the execution of UEFI and Legacy Video OpROM.
Other PCI devices

This field determines OpROM execution policy for devices other than Network, Storage or
Video.

Q1. COM
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» Advanced
Network Stack Configuration

This section is used to configure the Network Stack settings.
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Network Stack [Enabled]
, : y
o]

This section is used to enable or disable UEFI network stack. When Network Stack is enabled,
the following fields will appear.

Ipv4 PXE Support

Enable or disable IPv4 PXE boot support. If disabled, IPv4 PXE boot support will not be avail-
able.

Ipv6 PXE Support

Enable or disable IPv6 PXE boot support. If disabled, IPv6 PXE boot support will not be avail-
able.

PXE boot wait time

Set the wait time in seconds to press ESC key to abort the PXE boot. Use either +/- or nu-
meric keys to set the value.

Media detect count

Set the number of times the presence of media will be checked. Use either +/- or numeric
keys to set the value.

[.COM
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» Chipset

This section configures relevant chipset functions.
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PEG Bifurcation [x16x0x0]
! I !

Graphics Configuration
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Primary Display [Autol

Primary Display

Select a Graphics device to be the primary display — Auto, IGFX, PEG, PCI.

Internal Graphics

Keep IGFX enabled based on the setup options.

» Chipset
PEG Port Configuration & Bifurcation

Configure the PEG Bifurcation Mode and internal PCIE1 (PCIe x4) channel.
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PEG Bifurcation [x16x0x0]
! I !
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Enable Root Port [Enabled]
{ ! 1

Enable Root Port
Enable or disable the root port.

Max Link Speed
Configure Max Link Speed: Auto, Gen1, Gen2 or Gen3.
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» Chipset » PEG Port Configuration
» PEG Port Feature Configuration

This section configures the PEG port.

tup Utility Copyright (C) 20 Amer ican

Detect Non-Compliance Dewvice [Disabled]

Detect Non-Compliance Device

Enable or disable this field to detect non-compliance PCle devices in the PEG.

VW.CIT.COM

» Chipset

PCH-IO Configuration

» PCI Express Configuration
{ [ 3 1l 1

» PCI Express Configuration

Please refer to the following pages.

» SATA And RST Configuration

Please refer to the following pages.

» HD Audio Configuration

Please refer to the following pages.

LAN1(I219)

Enable or disable onboard NIC.

Wake on LAN Enable

Enable or disable integrated LAN to wake the system.
Above 4GB MMIO BIOS assignment

Switch MemoryMappedIO BIOS assignment above 4GB.

Max TOLUD
Assign a value or set “"Dynamic” to automatically adjust TOLUD based on largest MMIO length.



5170-0370/!

» Chipset » PCH-IO Configuration
» PCI Express Configuration » PCI Express Configuration » LAN2(1210)/M.2-E/M.2-M/Mini PCIe

Select a PCle root port.
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[Enabled]

Setup Utility Copyright (C) American Megatrends, c. LANZ(IZIO)/M.2-E/M.2-M/Mini PCIe
[Enabled] ntr ! This field is used to enable or disable the PCI express root port.

PClIe Speed

Select the speed of the PCI Express root port: Auto, Genl, Gen 2 or Gen3. This field will not
appear when the root port does not support speed configuration.
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» Chipset » PCH-IO Configuration » Chipset » PCH-IO Configuration
» SATA and RST Configuration » HD Audio Configuration

0 Setup Utility - Copyright (C) 2020 American Megatrends,

Aptio Setup Utility - Co
in;

SATA Controller(s) [Enabled]
el 1

HD Audio [Enabled]

SATA Controller(s)

Enable or disable the Serial ATA controller. When theis field is enabled, the following fields will

appear. HD Audio
SATA Speed Control the detection of the HD Audio device.
Select the speed of the Serial ATA controller: Auto, Genl, Gen 2 or Gen3. Disabled HDA will be unconditionally disabled.

Enabled HDA will be unconditionally enabled.
SATA Mode Selection

The mode selection determines how the SATA controller(s) operates.

AHCI This option allows the Serial ATA controller(s) to use AHCI (Advanced Host Control-
ler Interface).

Intel RST Premium With Intel Optane System Acceleration This option allows you
to create RAID or Intel Rapid Storage configuration with Intel® Optane™ system ac-
celeration on Serial ATA devices.

Use RST Legacy OROM

This field is only available when SATA Mode Selection is set to “Intel RST Premium With
Optane System Acceleration.” It is used to enable or disable to use RST Legacy OROM.

Serial ATA Port 0/1/2 and Hot Plug
Enable or disable the Serial ATA port and its hot plug function.
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» Security
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Secure Boot [Disabled]

Administrator Password

Administrator Password System Mode

Set the administrator password. Input the password, press Enter, and then input the same This field displays whether the system is in User or Setup mode.
character string again to confirm. To remove the password, input no character.
Secure Boot

Secure Boot ) . .
ur Enable or disable Secure Boot. Please reset the platform after changing the setting.

Secure Boot is used to verify that your boot loader is not tampered by malware.
Secure Boot Mode

Switch between “Standard” and “Custom” to configure policy variables.
Restore Factory Keys
Force System to User Mode and install factory default Secure Boot key databases.

Reset to Setup Mode

This command is only available when the system mode is in User mode and Secure Boot Mode
is set to Custom.
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» Boot

Aptio Setup Utility - Copy 20 American Megatrends, Inc.
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Setup Prompt Timeout
ot uf imL o

Setup Prompt Timeout

Set the number of seconds to wait for the setup activation key. 65535 (OxFFFF) denotes indefi-
nite waiting.

Bootup NumLock State

Select the keyboard NumLock state: On or Off.

Quiet Boot

This section is used to enable or disable quiet boot option.

Boot Option Priorities

Select the system boot order.

BGRT Logo

It is used to enable or disable to support display logo with ACPI BGRT table.

Boot Option Priorities
Select the driver boot order.

Note:

If “Boot option filter” of “CSM Configuration” is set to “UEFI and Legacy” or “UEFIL
only” and “Quiet Boot” is set to enabled, "BGRT Logo” will show up for configura-
tion. Refer to the Advanced > CSM Configuration for more information.
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» Save & Exit

Aptio Setup Utility - Co

) 1
Save Changes and Reset

Save Changes and Reset

To save the changes, select this field and then press <Enter>. A dialog box will appear. Select
Yes to reset the system after saving all changes made.

Discard Changes and Reset

To discard the changes, select this field and then press <Enter>. A dialog box will appear. Se-
lect Yes to reset the system setup without saving any changes.

Restore Defaults

To restore and load the optimized default values, select this field and then press <Enter>. A
dialog box will appear. Select Yes to restore the default values of all the setup options.

Boot Override

Move the cursor to an available boot device and press Enter, and then the system will immedi-
ately boot from the boot device. The Boot Override function will only be effective for the cur-
rent boot. The “Boot Option Priorities” configured in the Boot menu will not be changed.

Save Setting to file
Select this option to save BIOS configuration settings to a USB flash device.

Restore Setting from file

This field will appear only when a USB flash device is detected. Select this field to
restore setting from the USB flash device.
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» Updating the BIOS » Notice: BIOS SPI ROM

To update the BIOS, you will need the new BIOS file and a flash utility. Please contact techni- 1. The Intel® Management Engine has already been integrated into this system board. Due to
cal support or your sales representative for the files. You may refer to the how-to video “How the safety concerns, the BIOS (SPI ROM) chip cannot be removed from this system board and
to update AMI BIOS in UEFI mode on DFI products?” at https://www.dfi.com/Knowledge/ used on another system board of the same model.

Video/5 for updating the BIOS steps.
2. The BIOS (SPI ROM) on this system board must be the original equipment from the factory
and cannot be used to replace one which has been utilized on other system boards.

3. If you do not follow the methods above, the Intel® Management Engine will not be updated
and will cease to be effective.

Note:

a. You can take advantage of flash tools to update the default configuration of the
BIOS (SPI ROM) to the latest version anytime.

b. When the BIOS IC needs to be replaced, you have to populate it properly onto
the system board after the EEPROM programmer has been burned and follow
the technical person's instructions to confirm that the MAC address should be
burned or not.
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Chapter 4 - RAID

The system board allows configuring RAID on Serial ATA drives. It supports RAID 0, RAID 1,
and RAID 5.

» RAID Levels Introduction

RAID 0 (Striped Disk Array without Fault Tolerance)

RAID 0 uses two new identical hard disk drives to read and write data in parallel, interleaved
stacks. Data is divided into stripes and each stripe is written alternately between two disk
drives. This improves the I/O performance of the drives at different channel; however it is not
fault tolerant. A failed disk will result in data loss in the disk array.

RAID 1 (Mirroring Disk Array with Fault Tolerance)

RAID 1 copies and maintains an identical image of the data from one drive to the other drive.
If a drive fails to function, the disk array management software directs all applications to the
other drive since it contains a complete copy of the drive’s data. This enhances data protection
and increases fault tolerance to the entire system. Use two new drives or an existing drive and
a new drive but the size of the new drive must be the same or larger than the existing drive.

RAID 5
RAID 5 stripes data and parity information across hard drives. It is fault tolerant and provides
better hard drive performance and more storage capacity.

RAID 10 (Mirroring and Striping)

RAID 10 is a combination of data striping and data mirroring providing the benefits of both
RAID 0 and RAID 1. Use four new drives or an existing drive and three new drives for this
configuration.

RAID Level Min. Drives Protection Description
RAID 0 2 None Data striping without redundancy
RAID 1 2 Single Drive Failure Disk mirroring
) . . Block-level data striping with
RAID 5 3 Single Drive Failure distributed parity
RAID 10 4 1 Disk Per Mirrored Stripe Combination of RAID 0 (data striping)

(not same mirror) and RAID 1 (mirroring)

» Settings

To enable the RAID function, the steps below are required and elaborated in following sec-
tions.

1. Connect the Serial ATA drives.

2. Enable RAID in the AMI BIOS.
3. Create a RAID volume.

4. Install the Intel Rapid Storage Technology Utility.

Step 1: Connect the Serial ATA Drives

Refer to chapter 2 for details on connecting the Serial ATA drives.

Important:

1. Make sure you have installed the Serial ATA drives and connected the data
cables otherwise you won't be able to enter the RAID BIOS utility.

2. Treat the cables with extreme caution especially while creating RAID. A dam-
aged cable will ruin the entire installation process and operating system. The
system will not boot and you will lost all data in the hard drives. Please give
special attention to this warning because there is no way of recovering back the
data.

Step 2: Enable RAID in the AMI BIOS
1. Power-on the system then press <Del> to enter the main menu of the AMI BIOS.

2. Go to “Chipset” menu and select the "PCH-IO Configuration” menu then “SATA And
RST Configuration” menu.

3. Change the “SATA Mode Selection” to “Intel RST Premium With Intel Optane System
Acceleration” mode.

4. Press F10 to save the changes.

5. Reboot the system.



Step 3: Create a RAID Volume

1.

Go to the “Advanced” menu of the AMI BIOS and select “Intel(R) Rapid Storage Tech-
nology”.
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> Intel(R) Rapid Storage Technology

&
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The screen displays all available drives. Select “Create RAID volume” to create a RAID
volume”.

Use the up or down arrow keys to select the RAID level and press <Enter>.

Use the up or down arrow keys to scroll through the list of hard drives and press <En-
ter> to select the drive.

Press <Enter>.
Use the up or down arrow keys to select the strip size and press <Enter>.
Enter the volume size and press <Enter>.

At the prompt, press <Y> to confirm volume creation.

Step 4: Install the Intel Rapid Storage Technology Utility

The Intel Rapid Storage Technology Utility can be installed from within Windows. It allows
RAID volume management (create, delete, migrate) from within the operating system. It will
also display useful SATA device and RAID volume information. The user interface, tray icon
service and monitor service allow you to monitor the current status of the RAID volume and/
or SATA drives. It enables enhanced performance and power management for the storage sub-
system.
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Chapter 5 - Intel AMT Settings
Enable Intel® AMT in the AMI BIOS

> Overview 1. Power-on the system then press <Del> to enter the main menu of the AMI BIOS.

Intel Active Management Technology (Intel® AMT) combines hardware and software solution to 2
provide maximum system defense and protection to networked systems. '
The hardware and software information are stored in non-volatile memory. With its built-in
manageability and latest security applications, Intel® AMT provides the following functions.

In the Advanced menu, select PCH-FW Configuration.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.
Discover

Allows remote access and management of networked systems even while PCs are powered off;

. e . . .. » PCH-FW Configurati
significantly reducing desk-side visits. puting

Repair

Remotely repair systems after OS failures. Alerting and event logging help detect problems
quickly to reduce downtime.

Protect

Intel AMT’s System Defense capability remotely updates all systems with the latest security
software. It protects the network from threats at the source by proactively blocking incoming
threats, reactively containing infected clients before they impact the network, and proactively
a|erting when critical software agents are removed. Version 2.20.1275. Copyright (C) 2019 American Megatrends, Inc.

3. Select Enabled in the AMT BIOS Features field.
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AMT BIOS Features [Enabled]

Version 2.20.1275. Copyright (C) 2019 American Megatrends, Inc.



4, 1In the Save & Exit menu, select Save Changes and Reset and then press <Enter>. Configure Intel® AMT in the Intel® Management Engine BIOS
A dialog box will appear. Select Yes and press Enter to reset the system after saving all Extension (MEBX)

changes made.
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Main Advanced  Chipset Security  Boot
Save Options Resetthﬁ system after 1. When the system reboots, the following message will be displayed. Press <Ctrl + P> as
1 oty £ v (e AL soon as the message is displayed. This message will only be displayed very briefly.

Restore Defaults
Boot Override

> Save Setting to file
> Restore Setting from file

American
Megatrends

—«: Select Screen
Tl Select Item
Enter: Select

+/- : Change Opt.
171ls Giamgell 1Ep Version 2. 20. 1275. Copyright (C) 2019 American Megatrends, Inc.
F2: Previous Values J5 5

F9: Optimized Defaults BIOS Date: 9/29/2019 04:00:54 Ver: B199.27A

B e S Bt Press <Ctrl + P> to Enter MEBX setup menu

ESC: Exit
Press <DEL> to enter setup.

Version 2.20.1275. Copyright (C) 2019 American Megatrends, Inc.




2. Select MEBx Login and press Enter. You will be prompted for a password. The default 4. You will be asked to verify the new password. Enter the same new password in the space
password is “admin”. Enter the default password in the space provided under Intel(R) ME provided under Verify Password then press Enter.
Password then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433 ; :
Copyright(C) 200317 Tntel Corporation. All Rights Reserved Intel(R) Mmagem@t Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
MAIN MENU
MAIN MENU

MEBx Login
o
> Intel(R) ME General Settings MEBx Login .
> Intel(R) ME General Settings
Intel(R) AMT <Enabled>
. Intel(R) AMT <Enabled>
> Intel(R) AMT Configuration .
. > Intel(R) AMT Configuration
MEBx Exit .
MEBx Exit

Intel(R) ME Password

Verify password

Intel(R) ME Password Intel(R) ME Password

[™]1=Move Highlight  [Enter] =Select Entry [Esc] =Exit

[T] =Move Highlight  [Enter] =Select Entry [Esc] =Exit

3. Enter a new password in the space provided under Intel(R) ME New Password then press

Enter. The password must include: 5. Select Intel(R) ME General Settings then press Enter.

e 8-32 characters / Strong 7-bit ASCII characters excluding : , and ” characters

e At least one digit character (0 1, ...9) / At least one 7-bit ASCII non alpha-numeric

character, above 0x20, (e.g. $ ) Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
! Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
e Both lower case and upper case characters MAIN MENU
Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433 ] !
o) 200 1 it e, AL e 2 TntellEt) W19 gl Bt
Intel(R) AMT <Enabled>
MAIN MENU > Intel(R) AMT Configuration
MEBx Login MEBX Exit
> Intel(R) ME General Settings
Intel(R) AMT <Enabled>
> Intel(R) AMT Configuration

MEBx Exit
Intel(R) ME New Password

Intel(R) ME Password

[TN]=Move Highlight  [Enter] =Select Entry [Esc]




6.

7. Enter a new password in the space provided under Intel(R) ME New Password then press

If you want to change ME password, select Change ME Password then press Enter.

Enter the current password in the space provided under Intel(R) ME Password then press

Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME PLATFORM CONFIGURATION

Change ME Password

FW Update <Enabled>

Intel(R) ME Password

Intel(R) ME New Password

[N =Move Highlight  [Enter] =Select Entry [Esc] =Exit

Enter. The password must include:

8-32 characters / Strong 7-bit ASCII characters excluding : , and ” characters

At least one digit character (0 1, ...9) / At least one 7-bit ASCII non alpha-numeric
character, above 0x20, (e.g.

7

Both lower case and upper case characters

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME PLATFORM CONFIGURATION

Change ME Password

FW Update <Enabled>

Intel(R) ME New Password

Intel(R) ME New Password

8. You will be asked to verify the new password. Enter the same new password in the space
provided under Verify Password then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME PLATFORM CONFIGURATION

Change ME Password

FW Update <Enabled>

Verify password

Intel(R) ME New Password

[T] =Move Highlight  [Enter] =Select Entry [Esc] =Exit

Select FW Update then press Enter. Select Enabled or Disabled or Password Pro-
tected then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME PLATFORM CONFIGURATION

Change ME Password

FW Update <Enabled>

Disabled

Password Protected

[TJ]=Move Highlight <Enter> =Complete Entry [Esc] =Discard Changes
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10. Press Esc until you return to the Main Menu. Select Intel(R) AMT then press Enter. 12. In the Intel(R) AMT Configuration menu, select Manageability Feature Selection
Select Enabled or Disabled then press Enter. then press Enter. Select Enabled or Disabled then press Enter.

g
MAIN MENU INTEL(R) AMT C

<Enabled>
<Enabled>

[T4] =Move

[T4] =Move Highlight <Enter> =Complete Entry [Esc] =Discard Changes

11. Select Intel(R) AMT Configuration then press Enter. 13. In the Intel(R) AMT Configuration menu, select SOL/Storage Redirection/KVM
then press Enter.

MAIN MENU INTEL(R) AMT C(

> SOL/Storage Redirection/
> Intel(R) AMT Configuration

[T‘L] =Move Highlight  [Enter] =Selec Isc [Tl«] =Move Highlight  [Enter] =Select Entry [Esc] =Exit




14. Select SOL then press Enter. Select Enabled or Disabled then press Enter. 16. Select KVM Feature Selection then press Enter. Select Enabled or Disabled then
press Enter.

orage Redirecti SOL/Storage Redirection/KVM

<Enabled>

<Enabled>

[TN] =Move Highlight <Enter> =Complete Entry [Esc] =Discard Changes

15. Select Storage Redirection then press Enter. Select Enabled or Disabled then press 17. Press Esc until you return to the Intel(R) AMT Configuration menu. Select User Con-
Enter. sent then press Enter.

SOL/Storage Redirection/KVM

<Enabled> :
> User Consent

[T =Move Highlight [Enter] =Select Entry [Esc] =Exit

[T4]=Move Highlight <Enter>=Complete Entry [Esc] =Discard Changes




Press Esc until you return to the Intel(R) AMT Configuration menu. Select Password

18. In the User Consent menu, select User Opt-in then press Enter. Select NONE or KVM 20.
Policy then press Enter.

or ALL then press Enter.
You may choose to use a password only during setup and configuration or to use a pass-
word anytime the system is being accessed.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

USER CONSENT
User Opt-in INTEL(R) AMT CONFIGURATION

Opt-in Configurable from Remote IT <Enabled>
Manageability Feature Selection <Enabled>

> SOL/Storage Redirection/KVM
> User Consent

- Password Policy
> Network Setup

Activate Network Access
Unconfigure Network Access
> Remote Setup And Configur|
> Power Control Default Password Only
During Setup And Configuration

<Full Unprovision>

[TJ]=Move Highlight <Enter> =Complete Entry [Esc iscard Changes

[TN]1=Move Highlight <Enter> =Complete Entry [Esc] =Discard Changes

19. Select Opt-in Configurable from Remote IT then press Enter. Select Enabled or 21. In the Intel(R) AMT Configuration menu, select Network Setup then press Enter.

Disabled then press Enter.
Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433 Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) AMT CONFIGURATION
SER CONSENT » .
Manageability Feature Selection <Enabled>

User Opt-in <KVM> > SOL/Storage Redirection/KVM
Opt-in Configurable from Remote IT <Enabled> > User Consent
Password Policy <Anytime>

> Network Setup

Activate Network Access

Unconfigure Network Access <Full Unprovision>
> Remote Setup And Configuration
> Power Control

[TN]=Move Highlight  [Enter] =Select Entry [Esc] =Exit

[T] =Move Highlight <Enter> =Complete Entry [Esc] =Discard Changes




Www.dfi.com

22. In the Intel(R) ME Network Setup menu, select Intel(R) ME Network Name Set- 24. Select Domain Name then press Enter. Enter the computer’s domain name then press
tings then press Enter. Enter.

INTEL(R) R) ME NETWORK NAME SETTINGS

> Intel(R) ME Network Name Settings

Computer Domain Name

[™] =Move Highlight  [Enter] =Select Entry [Esc] =Exit <Enter> =Complete Entry [Esc] =Discard Changes

23. In the Intel(R) ME Network Name Settings menu, select Host Name then press 25. Select Shared/Dedicated FQDN then press Enter. Select Shared or Dedicated then
Enter. Enter the computer’s host name then press Enter. press Enter.

INTEL(R) ME NETWORK NAME SETTINGS INTEL(R) ME NETWORK NAME SETTINGS

<Shared>

Computer Host Name

[T =Move

<Enter> =Complete Entry [Esc] =Discard Changes



Www.dfi.com

26. Select Dynamic DNS Update then press Enter. Select Enabled or Disabled then press 28. Select TTL then press Enter. Enter value then press Enter.
Enter. If Dynamic DNS Update is set to Enabled, Periodic Update Interval and
TTL fields will show up.

INTEL(R) ME NE RK NAME SETTINGS INTEL(R) ME NE ORK NAME SETTINGS

900

Value in Seconds

[Ty] =Move Highlight <Enter>=Complete Entry [Esc] =Discard Changes Complete Entry [Esc] =Discard Changes

27. Select Periodic Update Interval then press Enter. Enter value then press Enter. 29' gftstinEgs: tuhnet||1I };?gsgeé?wrtgr.t 0Int rl(l-:"neIr':'t(‘:EII’(;;z’ 25%:;‘2’?1::5‘“;:%29 ?Ir\}lijlleilell(.elc\tNTf:\ﬁp
Configuration then press Enter.

RK NAME SET

TCP/IP SETTINGS

> Wired LAN IPV4 Configuration

Value=0 or >

<Enter> =Complete Entry [Esc] =Discard Changes

[T =Move Hig [Enter] =Select Entry [Esc] =Exit



30. In the Wired LAN IPV4 Configuration menu, select DHCP Mode then press Enter. 32. Select Subnet Mask Address then press Enter. Enter address then press Enter.
Select Enabled or Disabled then press Enter. If set to Disabled, IPV4 Address,
Subnet Mask Address, Default Gateway Address, Preferred DNS Address and
Alternate DNS Address will show up.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Disabled>
WIRED LAN IPV4 CONFIGURATION IPV4 Address 0.0.0.0
DHCP Mode Subnet Mask Address
Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0
Alternate DNS Address 0.0.0.0

Disabled
[Enabled

<Enter> =Complete Entry [Esc] =Discard Changes

[T] =Move Highlight <Enter>=Complete Entry [Esc] =Discard Changes

31. Select IPV4 Address then press Enter. Enter address then press Enter. 33. Select Default Gateway Address then press Enter. Enter address then press Enter.
Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433 Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved Copyright(C) 2003-17 Intel Corporation. All Rights Reserved
WIRED LAN IPV4 CONFIGURATION IO (LN WAV CIOWIFIG IS TN
DHCP Mode <Disabled> DHCP Mode <Disabled>
IPV4 Address 0.0.0.0 IPV4 Address 0.0.0.0
Subnet Mask Address 0.0.0.0 Subnet Mask Address 0.0.0.0
Default Gateway Address 0.0.0.0 Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0 Preferred DNS Address 0.0.0.0
Alternate DNS Address 0.0.0.0 Alternate DNS Address 0.0.0.0

Default Gateway address

0.0.0.0

IP address (e.g. 123.123.123.100)

0.0.0.0

<Enter> =Complete Entry [Esc] =Discard Changes <Enter> =Complete Entry [Esc] =Discard Changes




34. Select Preferred DNS Address then press Enter. Enter address then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Disabled>
IPV4 Address 0.0.0.0
Subnet Mask Address 0.0.0.0
Default Gateway Address 0.0.0.0
Preferred DNS Address
Alternate DNS Address 0.0.0.0

Preferred DNS address

<Enter> =Complete Entry [Esc] =Discard Changes

35. Select Alternate DNS Address then press Enter. Enter address then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Disabled>
IPV4 Address 0.0.0.0
Subnet Mask Address 0.0.0.0
Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0
Alternate DNS Address

Alternate DNS address

0.0.0.0

<Enter> =Complete Entry [Esc] =Discard Changes

36.

37.

Press Esc until you return to the Intel(R) AMT Configuration menu. If you want to
activate the current network settings and open the ME network inferface, select Activate
Network Access, press Enter, then press Y.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) AMT CONFIGURATION

Manageability Feature Selection <Enabled>
> SOL/Storage Redirection/KVM
> User Consent

Password Policy <Anytime>
> Network Setup

Unconfigure Network Access
> Remote Setup And Cq _
> Power Control

<Full Unprovision>

Activates the current network settings
and opens the ME network interface
Continue: (Y/N)

[Ty] =Move Highlight  [Enter] =Select Entry [Esc] =Exit

In the Intel(R) AMT Configuration menu, select Unconfigure Network Access then
press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) AMT CONFIGURATION

Manageability Feature Selection <Enabled>
> SOL/Storage Redirection/KVM
> User Consent

Password Policy <Anytime>
> Network Setup

Activate Network Access

Unconfigure Network Access
> Remote Setup And Configuration
> Power Control

<Full Unprovision>

[ E—

[T4]=Move Highlight <Enter>=Complete Entry [Esc] =Discard Changes



38. In the Intel(R) AMT Configuration menu, select Remote Setup And Configuration
then press Enter.

INTEL(R) AMT CONFIGURA

> Remote Setup And Configuration

[TN]1=Move Highlight  [Enter] =Select Entry [Esc] =Exit

39. In the Intel(R) Remote Setup And Configuration menu, select Current Provision-
ing Mode then press Enter.
INTEL(R) REMOTE SETUP AND CONFIGURATION

Current Provisioning Mode

Provisioning Mode: PKI

[TV]=Move Highlight  [Enter] =Select Entry [Esc] =Exit

40.

41.

In the Intel(R) Remote Setup And Configuration menu, select Provisioning Re-
cord then press Enter.

INTEL(R) REMOTE S

Provisioning Record

Provision Record is not present

[TN]1=Move Highlight  [Enter] =Select Entry [Esc] =Exit

In the Intel(R) Remote Setup And Configuration menu, select Provisioning
Server IPV4/IPV6 then press Enter. Enter the address then press Enter.

INTEL(R) REMOTE SETUP AND CONFIGURATION

Provisioning server address

<Enter> =Complete Entry [Esc] =Discard Changes



42.

43.

In the Intel(R) Remote Setup And Configuration menu, select Provisioning
Server FQDN then press Enter. Enter the FQDN then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) REMOTE SETUP AND CONFIGURATION

Current Provisioning Mode
Provisioning Record
Provisioning Server IPV4/IPV6 -
Provisioning Server FQDN [_ |
> RCFG
> TLS PKI

Enter FQDN of provisioning server

<Enter> =Complete Entry ~ [Esc] =Discard Changes

If you want to activate remote configuration, in the Intel(R) Remote Setup And Con-
figuration menu, select RCFG then press Enter. Select Start Configuration then press

Enter. Press Y to activate.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) REMOTE CONFIGURATION

This will activate Remote Configuration.
Continue: (Y/N)

[Esc] =Exit

[T] =Move Highlight  [Enter] =Select Entry

44. Press Esc until you return to the Intel(R) Remote Setup And Configuration menu.
Select TLS PKI then press Enter. Select Remote Configuration ** then press Enter.

Select Enabled or Disabled then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) REMOTE CONFIGURATION

Remote Configuration ** Enabled>
PKI DNS Suffix _
> Manage Hashes

<Enter> =Complete Entry  [Esc] =Discard Changes

[T] =Move Highlight

45, Select PKI DNS Suffix then press Enter. Enter the PKI DNS Suffix then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

INTEL(R) REMOTE C ONFIGURATION

Remote Configuration** <Enabled>
PKI DNS Suffix _ |
> Manage Hashes

Enter PKI DNS Suffix

[Esc] =Discard Changes

<Enter> =Complete Entry



46. In the Intel(R) Remote Configuration menu, select Manage Hashes then press 48. In the Intel(R) AMT Power Control menu, select Idle Timeout then press Enter.
Enter. Select the hash name then press Insert to enter custom hash certificate name, Enter the timeout value and press Enter.
press Delete to delete hash, press Enter to view hash information, press + to activate or

deactivate hash, and press Esc to exit. Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433

hts Reserved

INTEL(R) AMT POWER CONTROL

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433 Copvright(C) 2003-17 Intel Corporation. All Ri
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

Hash Name Default g This configurations are effective only after AMT provisioning has started

Default: SHA256

VeriSign Class 3 Acti Default: Intel(R) AMT ON in Host Sleep States  <Desktop: ON in S0, ME Wake in

Go Daddy Class 2 Active: [*] Default: [*] SHA256 S3, S4-5>

Comodo AAA CA Active: [*] Default: [*] SHA256 Idle Timeout

Starfield Class 2 Active: [*] Default: [*] SHA256

VeriSign Class 3 Active: [*] Default: [*] SHA256

VeriSign Class 3 Active: [*] Default: [*] SHA256

VeriSign Class 3 Active: [*] Default: [*] SHA256 Timeout Value (1-65535)

GTE CyberTrust G1 Active: [*] Default: [*] SHA256

Baltimore Cyber Tr Active: [*] Default: [*] SHA256

Cybertrust Global Active: [*] Default: [*] SHA256

Verizon Global Ro Active: [*] Default: [*] SHA256

Bt oot Lo (2 Act}ve: [*] Default: [*] SIS <Enter> =Complete Entry [Esc] =Discard Changes

Entrust Root CA Active: [*] Default: [*] SHA256

VeriSign Universa Active: [*] Default: [*] SHA256

Go Daddy Root CA Active: [*] Default: [*] SHA256

Entrust Root CA - Active: [*] Default: [*] SHA256

Startfield Root CA Active: [*] Default: [*] SHA256 ! 49, Press Esc until you return to the Main Menu. Select MEBx Exit then press Enter. Press

Y to exit.

47. Press Esc until you return to the Intel(R) AMT Configuration menu, select Power
Control then press Enter. In the Intel(R) AMT Power Control menu, select Intel(R)
AMT ON in Host Sleep States then press Enter. Select an option then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Cop t(C) 2003-17 Intel Corporation. All Rights Reserved

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.40.1433
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

P
INTEL(R) AMT POWER CONTROL > Intel(R) AMT Configuration
These configurations are effective only after AMT provisioning has started BN 252 (BN
Intel(R) AMT ON in Host Sleep States JueSSNIHIONBURNURISRYAI G

S3, S4-5>
Idle Timeout 65535 Are you sure you want to e>

Exit

Deskto: ON in SO

[T] =Move Highlight <Enter> lete Entry [Esc] =Discard Changes

40017
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